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Recipe 16 - Configuration Guide for Setting up Trustgenix IdentityBridge 2.1 as an AA and CS 
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1 Setup 

1.1 Terms and Introduction 
The SAML 1.0 is one of the adopted schemes within the E-Authentication architectural framework. This guide 
should help you setup SAML 1.0 and Trustgenix IdentityBridge 2.1 as an Agency Application (AA) and 
Credential Service (CS). Remember that the Trustgenix setup screens are often the same, whether setting up an 
AA or a CS. After reviewing the terms, configure your scheme to handle SAML 1.0, starting at the 
administration console screen shown in Figure 16-1. 
 

 
 

Term  Definition 

Agency Application 
(AA) 

An online service provided by a government agency that requires an end user to be 
authenticated. 

Credential Service 
(CS) 

A service of a CSP that provides credentials to subscribers for use in electronic 
transactions. If a CSP offers more than one type of credential, then each one is 
considered a separate CS. 

Credential Service 
Provider (CSP) 

An organization that offers one or more CSs.  Sometimes known as an Electronic 
Credential Provider (ECP).   

Project Management 
Office (PMO) 

The PMO is the organization that handles E-Authentication program management, 
administration, and operations. 
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2 Partner Configuration 

2.1 Open Trustgenix for Configuration 
Open the Trustgenix IdentityBridge Administration Console (https://<host>/tfs-internal/admin).  The 
administration console screen should appear as shown in Figure 16-1 (note: the product names provided may be 
different).  Next, click on the New Site link provided in the left-hand Admin Tasks column. 
 

 
 

Figure 16-1: Administration Console 
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The New Site screen should appear as shown in Figure 16-2. 
 

 
 

Figure 16-2:  New Site Screen 
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2.2 Configure a Partner AA 
As demonstrated in Figure 16-3 below, select Application from the Site Type drop down menu, enter a name 
for the site in the Site Name field, enter a target URL for the site in the Homepage URL field, enter a 
description of the site in the Description field (optional), select SAML 1.0 from the Protocol drop down 
menu, and then click the Next button.     
  

 
 

Figure 16-3:  Select Application 
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The New Site Meta Data screen should appear as shown in Figure 16-4.  As demonstrated in Figure 16-4, select 
the Manual Entry radio button, enter a unique Audience ID for the site (e.g. https://<host>) in the Audience 
ID field, past the base64 encoded client certificate of the partner in the Assertion Consumer Certificate field 
(note: delete the “being certificate” and “end certificate” header and footer if provided), enter the Artifact 
receiver URL in the Assertion Consumer URL field, and then click the Create button.   
 

 
 

Figure 16-4: New Site Meta Data 
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The administration console screen should appear providing a listing of all configured sites as shown in Figure 
16-5.  Next, click on the newly created site.   
 

 
 

Figure 16-5: Newly Created Site 
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The Site Details screen should appear as shown in Figure 16-6.  As demonstrated in Figure 16-6, select 
Federation Policy from the drop down menu and click the Edit button.  
 

 
 

Figure 16-6: Site Details 
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The Edit Site Federation Policy screen should appear as shown in Figure 16-7.  As demonstrated in Figure 16-7, 
select Local Names from the Name Federation drop down menu, select Required from the User Consent 
drop down menu, and then click the Save button.   
 

 
 

Figure 16-7: Edit Site Federation Policy 
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The Site Details and Application Attribute Policy screen should appear as shown in Figure 16-8.  As 
demonstrated in Figure 16-8, select Attribute Policy from the drop down menu and click the Edit button.   
 

 
 

Figure 16-8: Site Details and Application Attribute Policy 
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The Edit Site Application Attribute Policy screen should appear as shown in Figure 16-9.  As demonstrated in 
Figure 16-9, configure User attributes to push to application during SSO to all desired attributes (Assurance 
Level, CSid, Common Name) and click the Save button. 
 

 
 

Figure 16-9: Edit Site Application Attribute Policy 
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2.3 Configure a Partner CS 
First, open the Trustgenix IdentityBridge Administration Console as previously described (Figure 16-1 and 16-
2).  As demonstrated in Figure 16-10, select Authority from the Site Type drop down menu, enter a name for 
the site in the Site Name field, select SAML 1.0 from the Protocol drop down menu, and select the Next 
button.  
 

 
 

Figure 16-10: Select Authority  
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The New Site Meta Data screen should appear as shown in Figure 16-11.  As demonstrated in Figure 16-11, 
click on the Manual Entry radio button, enter the site’s Issuer ID in the Issuer ID field, enter the site’s hex 
Source ID in the Source ID field (note: cannot be Base64 encoded), enter the responder URL in the Artifact 
Retrieval SOAP Endpoint field, and then click the Create button.   
 

 
 

Figure 16-11: New Site Meta Data 



     
 

 13  

The administration console screen should appear providing a listing of all configured sites as shown in Figure 
16-12.  Next, click on the newly created site.   
 

 
 

Figure 16-12: Newly Created Site 
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The Site Details and Attribute Policy screen should appear as shown in Figure 16-13.  As demonstrated in 
Figure 16-13, select Attribute Policy from the drop down menu and click the Edit button. 
 

 
 

Figure 16-13: Site Details and Attribute Policy 
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The Edit Site Application Attribute Policy screen should appear as shown in Figure16-14.  As demonstrated in 
Figure 16-14, configure User attributes to obtain from authority on each login to all desired attributes 
(Assurance Level, CSid, Common Name) and click the Save button. 
 

 
 

Figure 16-14: Edit Site Application Attribute Policy 
 


